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Diverse Double-Compilation

J Java

The trusting DDC
trust attack i Diverse

How can we tell 1f a binary contains a backdoor? [2] DOUble—COmpllathn

Oftentimes we can't. A way to detect the trusting trust attack.

It requires javac to be deterministic - given
the same 1input, 1t must produce the same output.

compilation #3

If the compiler 1is
infected, then any program L &
compiled with it might be. javac.exe

public static void main(String[] args) {

/* Compiler source x/ . .
compilation #2

}

Javac 1s written in Java, so 1t compiles 1itself.

1
javac.java pooollolig

javac 21.exe compilation #1

public static void main(String[] args) {

/* Compiler source x/

Luckily, javac 1s sufficiently deterministic!

) (as of JIDK 21)

javac.java ST ST—— Now, we compille javac using different compilers -
they will diff i1f any one compiler 1is 1nfected

So javac could reinfect 1tself every time
a new version 1s compiled!

B Oracle Java SE ‘
| Development Kit 21

Temurin JDK 21 Infected JDK 21

in(String[] args) {

source x/
public static void main(String[] args) {

/* Compiler source x/

}

javac.java ]

. . b - E o 01lg 3
javac.java infected "javac 2.0".exe <
javac 1.0.exe e

This is the trusting trust attack.

Diversity through
bootstrapping

But Java only has one modern compiler - javac!

[ openjdk@4 J

] ] : : : o
What 1f all modern compilers have the same self-replicating virus? dg 4
3 [ icedtea@s ]
[ ] ] [} ° /
We need a more diverse compiler. How can we get diversity? [Iqﬂum@7‘)
A
- Using another Java compiler (e.g. ECJ) - doesn't work icedtea@6
Writing our own Java compililer - too complex
[c[aSSpatL\@_O.OIQ-'].e7c13eeOc [jame@Z.0.0]
The only feasible option: bootstrapping Java from C++. ‘&mqmwumewmﬂm@wqq]
\
Bootstrappable Builds have completed a bootstrap chain (CM“*“*@OW*
before - we can use their compilation chain. [3] egjmmcmwa@SZZ
) ) ) i ) [Jamvm@'l 5 ﬁ \) ecd-bootstra(a@3 2. 2]
q$1ng their recipe in GNU Guix, we can build (dossptha@0s ) i' \
Javac from C+H. CX" (am‘t-ﬂ:oot&‘tra(a@'l.?.‘f]
[ J‘kes@iﬁ fastjar@0.92 ]

$ guix install openjdk®21.0.2 --no-substitutes
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